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As the Internet continues to replace the brick-and-mortar store as the main place 
for purchasing goods, web-based companies are looking for ways to reduce the cost of 
delivering those goods. The use of Unmanned Aerial Vehicles, or UAVs, is one delivery 
method that is increasingly being used. These UAVs can be programmed with delivery 
routes and destinations and can complete the job while requiring limited intervention 
from human controllers. Sense and Avoidance (SAA) systems have recently been 
incorporated into these UAVs so that they can detect objects in their flight path, reroute 
the UAV accordingly and operate even more autonomously. This is vital for delivery 
UAVs that are used within urban areas where the threat of objects along the flight path is 
the greatest. As a result of the low-cost and low-labor nature, UAV delivery service is 
expected to become a critical part of emerging smart city infrastructure.  
However, the use of SAA-capable UAVs may create another potential attack 
surface for cyber threats which may significantly hinder the broader adoption of UAV 
delivery services if not properly and sufficiently addressed. This research intends to 
provide a systematic study of this potential cyber challenge by uncovering the limitations 
of both UAV’s SAA systems and the operational procedure of UAV delivery services 
that could be exploited in an attempt to disrupt orderly delivery services. 
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This research starts with examining how an SAA system works and investigating 
its limitations. We then propose a tessellation-based analysis approach, using a typical 
urban scenario, to define a safe-operation zone for UAVs which help determine the 
optimal number of UAVs that can operate safely in an urban area in order to efficiently 
complete the potentially contentious delivery tasks. We will also discuss the inherent 
weaknesses of web-based logistic management systems that are used to program the 
routes and destinations into the UAVs. Next, we look at how an SAA system can be 
overwhelmed such that the UAV can effectively be “hacked” using a physical form of 
Distributed Denial of Service (DDoS). Finally, we will examine ways that this form of 
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Chapter 1. Introduction 
1.1 Unmanned Aerial Vehicle Trends 
Use of Unmanned Aerial Vehicles (UAVs), or drones, both for commercial and 
military applications, has increased dramatically over the last few years. As indicated by 
Figure 1.1, the total number of UAVs being used for commercial and DoD use is 
expected to climb dramatically in the next 20 years. Surveillance for law enforcement, 
situational awareness for emergency services, story content for news outlets, and research 
data collection are just a few of the current uses for commercial UAVs. Because UAVs 
operate at much lower altitudes than regular piloted aircraft, the risk of UAVs operating 
in areas where objects can interfere with the safe operation of UAVs is much greater. 
This has resulted in the development of Sense and Avoid Systems (SAA) that enable 
UAVs to sense and avoid objects without human operator assistance. This research 
intends to examine the UAV SAA systems and discuss their vulnerability as another 




Figure 1.1 Total UAV Systems Forecast 2015-2035 [1] 
1.2 Motivation 
My initial investigation uncovered a line of research that had not been sufficiently 
explored in existing literature. As the use of UAVs sophistication has increased, the use 
of UAVs in the package delivery business has the potential to explode. Companies like 
Amazon and Domino’s Pizza are investing in this new delivery method. It has the 
potential to generate millions of dollars is revenue for companies that begin to use this 
method. In my research I discovered that this SAA system is potentially an attack surface 
that can be exploited by overwhelming the UAV’s SAA system and forcing the UAV to 
navigate to an unintended destination instead of the UAVs programmed one, thus 




The purpose of this research is to discuss the potential cyber-attack threats of the 
SAA systems of UAVs, specifically UAVs used for package delivery purposes. 
Hijacking of delivery UAVs can cause economic losses for those companies that use 
them. Medical problems are also a reality for those companies that also deliver medicine. 
Those suffering from medical issues and rely on medicine for life-saving measures can 
potentially suffer life threatening emergencies if their medicine is delayed or never 
arrives. 
This thesis is organized into the following chapters. 
• Chapter 1 serves as an introduction to UAV uses and SAA systems.  
• Chapter 2 provides the reader with background information regarding Cyber 
security, web-based applications, UAVs and SAA systems.  
• Chapter 3 discusses vulnerabilities and cyber-attacks in web-based applications, 
UAVs and SAA systems.  
• Chapter 4 presents a realistic attack scenario and analyzes the scope and impact of 
a theoretical attack.  
• Chapter 5 discusses possible mitigation strategies for the hardening of web-based 
applications and how to reduce the risk of overwhelming the SAA system via 
Artificial Intelligence (A.I.)  
• Chapter 6 contains the summary, conclusion, and discusses future work. 
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Chapter 2. Background Research 
2.1 Cyber Security 
More and more devices are being built with the ability to access the Internet. 
Everything from refrigerators to pilotless vehicles have the capability to send and receive 
information via wired and wireless methods. Cyber security, defined as the protection of 
internet-connect systems, including hardware, software and data from cyber-attacks, must 
be incorporated into their design.  
Cyber security has three basic characteristics: Confidentiality, Integrity, and 
Availability (CIA) [2] [3]. 
• Confidentiality - Ensures that data is inaccessible, hidden, or unusable by anyone 
other than the owner or intended user.  
• Integrity - Ensures that data is accurate and trustworthy and has not been modified 
or tampered with.  
• Availability - Ensures that authorized parties can always access their data.  
Cybersecurity Risk management is used to determine the vulnerability of a system 
to attack. System vulnerability assessment is the process of determining the three 
components that make up a vulnerability. They are System Susceptibility, Threat 
Accessibility, and Threat Capability [2]. These three characteristics are defined below. 
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• System Susceptibility - The existence of inherent system susceptibilities which 
make it easy for a system to be penetrated.  
• Threat Accessibility - The threat's ease at accessing a system.  
• Threat Capability - The threat's ease at gaining access to a system and exploiting 
the susceptibility. 
Each of these are identified, quantified, and prioritized. A Venn diagram is then 
constructed with each characteristic being represented by one of the three circles. Since 
each characteristic varies in size, the area where the three characteristics overlap defines 
if there is the potential for a successful attack. Figure 2.1 below is an example of a 
characteristic of a vulnerability. 
 
Figure 2.1 Characteristics of a Vulnerability [2] 
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2.2 Web-based Applications 
Web-based applications are applications that are accessed over a network 
connection using HTTP. They typically run inside web browsers and can be thought of as 
the “input screen” for users. Processing is done over the internet by an external server. A 
database is used to store the data [4] in a variety of ways. These applications are used to 
fulfill order-entry operations within company intranets. They are the “front door” to 
eCommerce sites world-wide. Increasingly governments are utilizing them to replace 
paper-based systems. Filing tax returns and signing up for healthcare are just a few of the 
examples of web-based applications. 
2.3 UAVs 
UAVs are pilotless aircraft that can be remotely controlled by an operator located 
at a ground control station or can fly autonomously based on pre-programmed flight 
plans [5]. The use of UAVs, both for commercial and military use, has increased 
dramatically over the last few years. Surveillance for law enforcement, situational 
awareness for emergency services, story content for news outlets, and research data 
collection are just a few of the current uses for commercial UAVs [6]. As Figure 2.2 
indicates, the investment in UAV technology will increase over the next six years. 
Government use will continue to make up most of the UAV use, but the 
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use of UAVs for delivery purposes is rapidly accelerating and is the focus of this 
research. The target UAV central to this research is equipped with a single SAA sensor 
described in the following section. 
 
Figure 2.2 Estimated Investment in Drone Technology [6] 
 
2.4 SAA Systems 
SAA systems are intelligent sensors that detect objects that fall within the field of 
view (FOV) of the sensor. Figure 2.3 shows the basic algorithm of an SAA system. SAA 
systems are incorporated in all vehicles that have “hands free” piloting capabilities. These 
sensors are used to guide the vehicle along the route by constantly sensing for objects in 




Figure 2.3 Diagram of an SAA System [7] 
In general, for a typical SAA system, Figure 2.4 represents the total time required 
to detect and avoid an object and return to the original path. 
 
Figure 2.4 Timeline of an SAA System [9] 
The SAA system that we will focus on uses the LeddarTech LEDDARVu 8-
channel sensor. This sensor utilizes LiDAR (Light Detection And Ranging) technology. 
It uses a pulsed laser to detect an object and determine the distance, or range, from the 
sensor to the object [8]. When an object is detected by the sensor and its range is 
determined, the flight path is adjusted so that the object is no longer a threat. To illustrate 
how an SAA system operates, Figure 2.5 details an example of a 16-channel model 




Figure 2.5 LEDDARVu Vu16 Detection Example [10] 
 
 The specific SAA sensor that is central to this research, LEDDARVu Vu8, is an 
8-channel system, meaning there are 8 individual scanning channels in one sensor. It is 
available in three configurations; a narrow FOV (20°), a medium FOV (48°) and a wide 
FOV (100°), each available in either a 0.3° or a 3° vertical FOV. The sensor is capable of 
different maximum range detections based on the reflective properties of the target: 
Retro-Reflector, White and Gray. Table 2.1 details the complete specifications for the 
sensor that is the focus of this research. 
CONFIGURATIONS Vu8 - Medium FOV 
Horizontal FOV  48° 
Vertical FOV  3° 
Dimensions (H x W x D) 70mm x 35.2mm x 45.8mm
Weight (for SPI carrier model) 107.6 g
Range Retro-Reflector 85 m 
Table 2.1 LEDDARVu Vu8 Sensor Configuration for this research [11] 
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Figure 2.6 details the 8-channel sensing model attached to a UAV.  
 
Figure 2.6 LEDDARVu Vu8 Sensor Channel Configuration [11] 
Figure 2.7 shows the range for each horizontal FOV configuration of the 8-
channel model.  
 
Figure 2.7 LEDDARVu Vu8 FOV [11] 








Chapter 3. Vulnerabilities 
3.1 Hacking of Web-based Systems 
Web-based applications, unless completely locked down, are easily susceptible to 
a hacking technique known as SQL Injection. This technique involves injecting SQL 
statements into input fields that do not do proper input checking. It is designed to exploit 
a system in order to extract data from the database [12]. It is an exploit that can easily be 
defeated with proper cyber testing. Unfortunately, 18 years after this technique was first 
discovered, SQL Injection is still the number one threat to web-based systems [13]. 
For companies that are investing in UAV delivery services that utilize a web-
based application to feed in route and destination information to the UAVs, failure to 
eliminate the SQL injection possibility will allow hackers to extract this information and 
disrupt their package delivery schedule. 
 
Figure 3.1 SQL Injection Example [14] 
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3.2 Taking Control of UAVs 
In the early days of UAV use, it was possible for hackers to stage what is called 
man-in-the-middle attacks on UAVs [15]. This hacking technique involved hijacking an 
unsecured Wi-Fi signal between the ground control operator and the UAV. The hacker, 
pretending to be the ground control operator, intercepts the signal sent from the operator, 
and sends a different instruction to the UAV. As Wi-Fi has progressed and become more 
secure by utilizing WPA2 encryption, it has become more difficult for hackers to decrypt 
the signal in order to take control. Since the signal has become almost impossible to hack, 
this has led to the basis of this research, namely the attacking and overwhelming of the 
SAA system. 
 
Figure 3.2 Hacking a UAV via Wi-Fi using a Man-in-the-Middle attack [16] 
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3.3 Overwhelming SAA Systems 
Last, we come to the SAA system. SAA systems have become more widespread 
as more and more high-end UAVs are being purchased. As indicated earlier, SAA 
systems rely on lasers to detect an object and its range. SAA systems typically have a 
minimum and maximum range of detection, as well as a field of view (FOV) which the 
laser scans. UAVs typically have several sensors on board, detecting potential objects in 
front, back, and on both sides as well as above and below. When an object enters the 
FOV at the maximum range of detection, the sensor notifies the controller, either on-
board or at a ground station, of the direction and range of the object. Course correction 
can then be performed to avoid the object. 
Like all forms of object detection, a sensor can be overwhelmed with foreign 
objects. This can be demonstrated in aircraft [17]. If aircraft A is detected by aircraft B, 
and aircraft A knows this, the pilot can release what is called Chaff. Chaff consists of 
small, irregular sheets of metal that are designed to deflect and scatter detection media in 
order to confuse the pursuing aircraft. Chaff is also used with underwater craft, but the 
chaff is a small device that causes turbulence that can also confuse the pursuer. 
In the case of UAV SAA systems, small swarms of drones can be used to cause 
the target UAV to have no clear flight path due to objects being detected everywhere. 
This can force the UAV to stop and hover, or if the hacker has left only one desired path 
open, force the UAV to follow the new route.  
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Chapter 4. Attack Scenario 
 Our scenario will involve a residential urban area. According to Lora Sebald, 
A.I.A., this is typified as an area where buildings are approximately 10 meters apart from 
center of building to center of building [18]. An example of this type of area would be the 
Huffman Historic Area in Dayton, OH. This area consists of historic structures that are 
built on small plots of land and are therefore close together. The selection of this type of 
area was based on a worst-case scenario where the number of delivery UAVs must be a 
relatively small number in order to avoid an over saturation of UAVs in the given area. 
Like the type of systems used by cargo masters at cargo delivery services that do 
load balancing for cargo aircraft to determine the optimal number of packages and their 
placement on the vehicle as determined by the weight and size of each container [19], 
delivery of packages via UAV must also use systems to determine the optimum number 
of UAVs to use in a given area. 
4.1 Background 
As stated previously, companies whose business model is based on selling and 
delivering packages or items are constantly looking for ways to save on delivery costs. 
Obviously, items that a UAV cannot carry due to either weight or size will still be 
delivered by traditional means, i.e. truck, car or cargo aircraft. However, items that weigh 




Companies like Amazon are beginning to expand into areas other than their 
traditional items, namely books, movies, music, or small electronic items. With the 
purchase of Whole Foods by Amazon, customers can order and have groceries delivered 
rather than driving to a grocery store to purchase them [20]. The growing market segment 
of delivering pre-measured meals has increased dramatically in the last few years. 
According to consulting firm Technomic, this industry had $1 billion in global sales in 
2015, and is expected to increase to $5 billion over the next 10 years [21]. Families can 
now purchase complete meals that have all the ingredients pre-measured and pre-
portioned. All that is required is following the preparation directions. Or if the families 
still prefer to purchase the items themselves, they can order online from companies like 
FreshDirect.com that stock groceries and deliver them [22]. UAVs can potentially be 
another means of delivery of these products. 
Pharmacies are also offering delivery service. This is particularly beneficial to the 
elderly or those who are unable to pick up prescriptions due to illness. Again, UAVs 
would be ideal as a delivery method as most prescriptions fall considerably under the 
maximum weight that a UAV can carry. 
4.2 Goals 
There are various reasons why cyber-attacks are carried out. Most attacks are 
designed to gain access to unsecured databases and steal this information either to sell it 
on the Dark Web, or use it for financial use, such as credit card numbers or Social 
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Security numbers. Some attacks are done to create chaos. Still others perform cyber-
attacks for revenge or to extort money from the victim. 
In 2016, cyber-attacks cost the U.S. economy between $57 billion and $109 
billion [23] and resulted in thousands of man-hours being lost to recovery and mitigation 
of an attack. In the event of a cyber-attack in which goods are stolen, companies are 
forced to either refund the cost of the item or replace it. When delivery of items via 
unmanned vehicles can be potentially compromised, companies must invest in preventive 
measures before they are attacked, as it is much more cost effective to prevent an attack 
that to react to such an attack. 
4.3 Scenario Setup 
As stated earlier, the scenario will take place in an urban area, and will center 
around a hacker who wishes to disrupt the package delivery service in the area. For a 
company to determine the maximum number of delivery UAVs to deploy in each area, 
they will need to use route planning applications similar to systems used by airlines [24]. 
These systems determine the optimal route each aircraft should use in going from point A 
to point B so that potential collisions with other aircraft are eliminated. 
We will consider a delivery UAV that is equipped with a single LeddarTech 
LEDDARVu 8-channel sensor with a maximum detection range of 85 meters. 
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4.4 The Attack 
A hacker breaks into the route and destination database of a company that uses 
UAVs for delivery of packages and downloads this information with the object of 
disrupting delivery service in a selected urban area. Using this information, the hacker 
determines how many UAVs the company will be using in the area. The number of 
structures in the target area has already been determined via Google Maps. 
The hacker, without knowing anything about the target UAVs, begins to introduce 
small, inexpensive drones into the area. As the UAV begins to detect the drones, it 
changes directions just as it should. As the drone swarm increases in size it begins to 
spread out and eventually the ability of the UAV to sense and avoid the hacker drones 
begins to degrade, until there is no acceptable alternate route for the UAV to take. 
Depending on how the UAV is programmed to respond in such a situation, it will either 
hover in place, immediately begin to descend, or attempt to return to base.  
4.5 Analysis Approach 
To provide a systematic analysis for the above scenario, we propose a 
tessellation-based approach. Triangle, square and hexagon are often-used for tessellation 
in practice. In this research, we will use hexagon tessellation because it can be easily 
extended to cover areas of any shape and size. Similar to its use in cellular network 
planning and analysis, the hexagon tessellation is used to model both the house lot on the 
ground and the air-space of the UAVs. For simplicity, this work assumes UAVs operate 
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at the same altitude, such that a 2-D analysis is sufficient. Figure 4.1 illustrates such a 
hex-grid representation of a theoretical target area. Each hex represents a house lot, i.e. 
the structure and the land the structure sits on. This 2-D hexagon tessellation analysis 
approach can be readily extended to a 3-D hexagon disk tessellation analysis approach 
for UAV operation and planning as the air space usage is segmented vertically as 
illustrated in Figure 4.2. 
 
Figure 4.1 Swarm Saturated Target Area 
Keys: 
Maximum Range: 85m 




The current airspace requirements for clearance of low-flying manned aircraft is 
defined as a disk-shaped volume with a vertical height of ±60.96 meters (200 ft) and a 
horizontal radius of 609.6 meters (2000 ft.). This is defined as a near midair collision 
volume (NMAC) [9]. Figure 4.2 shows this volume. The recommended boundary 
definition for UAVs is ±76.2 meters (250 ft) vertically and 760 meters (2500 ft) 
horizontally [25]. The reason that the values are higher for an unmanned vehicle is 
because the airspace becomes less crowded the higher the elevation. There is a greater 
requirement for clearance at lower altitudes than at higher ones. However, it should be 
noted that, to the best of our knowledge, there was no established minimum safe zone 
boundary for delivery UAVs when the thesis work was carried out. 
 




Figure 4.3 is a graphical representation of the safe boundary distance of manned 
and unmanned aerial vehicles. The maximum range of the SAA system is 85 meters (red 
dashed circle). The minimum safe zone boundary radius distance for UAVs is 760 meters 
(green dashed circle). The safe zone boundary radius distance for a manned aerial vehicle 
is 609.6 meters (black dashed circle) [26]. Clearly, current available delivery UAV SAA 
systems are not capable of supporting the recommended minimum UAV safe zone 
boundary radius all by itself. In the scenario, by the time the delivery UAV has detected 
an object, the drone swarm has penetrated the safe zone boundary. This can potentially 
shorten the response time needed by the UAV to alter course due to the increased density 
of objects at the lower altitude. This problem could be potentially mitigated by limiting 
the speed of the delivery UAVs in order to assure sufficient time and space for SAA 
sensing, processing and avoidance maneuvering. The manned aerial vehicle safe zone 




Figure 4.3 Manned vs. Unmanned Vehicles Safe Boundary Distance 
Figure 4.4 zooms into the target UAV and shows the density of UAVs that can be 
deployed in the target area, i.e. the ratio of UAVs to delivery locations. Since there is 
currently no established official minimum delivery UAV safe zone boundary 
requirement, in this thesis we will analyze the density limit of delivery UAVs in an urban 
area based on the detection range of the current SAA system and the number of delivery 
locations within the range. This is crucial in route planning and UAV deployment by 
delivery businesses. Under estimating of the number of UAVs needed will cause delays 
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in delivery. Over estimating will cause a saturation of UAVs in the area, which can lead 
to collisions. 
 
Figure 4.4 Volume of UAVs Deployable in an Urban Area 
 
Referring to Figure 2.4, Timeline of an SAA System, Wikle and McLain have 
developed an algorithm (Figure 4.5) that determines minimum detection range of an SAA 
systems that is based on time. 
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dMDR = (vo + vi)tc + px(tm) + vitm + 𝑅 − 𝑝 𝑡 2 
Figure 4.5 Time-based Geometric Velocity Vectors algorithm 
 
This algorithm uses the velocity of both aircraft (vo, vi), the positions of both 
aircraft (px, py), the radius of the required safety volume Rs, the time to compute (tc) and 
the time to maneuver to the closest point of approach (tm) to determine the minimum 
detection range dMDR. 
Analysis of the scenario reveals that the SAA of the delivery UAV can be easily 
overwhelmed. A UAV with an FOV of 48° has slightly over 7 FOV sections within a 
complete circle. If the hacker sends 8 attack drones to surround the UAV, the SAA 
system is overwhelmed as it can find no clear path to avoid the swarm. According to 
David Haley, an operator of UAVs for several years, most UAVs that find themselves in 
this situation will either hover or slowly descend to the ground [27]. Figure 4.6 details the 
360° view of a UAV. Each pie-shaped section represents 48° of FOV, with a small 








Figure 4.7 Progression of Swarm Attack 
4.6 Impact 
As demonstrated by the scenario, the company using UAVs as delivery vehicles is 
at risk of having package deliveries disrupted within a target area. At a minimum this can 
result in a loss of consumer respect and confidence in the company’s reliability. At most 
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it can cost the company the price of replacing packages that are lost or stolen. A 
coordinated attack in several areas can result in a significant loss to delivery companies. 
Figure 4.7 shows the breakdown of the value of packages delivered and stolen by what 
are called “porch pirates”. Porch pirates are defined as people who steal packages left on 
the porches of people who ordered them. 
 
Figure 4.8 Value of Packages Stolen in 2016 [28]  
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Chapter 5. Mitigation 
Two potential ways to mitigate the threat of a cyberattack against the SAA system 
involve: 
1. Hardening the web-based interface used to provide route and destination 
information to UAVs 
2. Incorporating (A.I.) into SAA systems 
5.1 Hardening of Web-based Systems 
The scripting language Hypertext Preprocessor, or PHP, is an easy language to 
learn and is currently the most common language for implementing web-based 
applications, being used at approximately 1.3M IP addresses, 18M domains, and on 50% 
of Apache servers [29]. With the large number of websites employing PHP, failure to 
design applications that utilize PHP with a level of security can result in many websites 
being vulnerable to hacking. The two most common ways that hackers exploit these types 
of applications are SQL injection and cross-site scripting. 
SQL injection involves inserting harmful SQL statements into input fields. Upon 
execution, the statements allow a hacker to gain access to a database, void transactions, 
or change balances of financial accounts [29]. 
Cross-site scripting behaves like SQL injection, but involves the injection of 
scripts from the client-side of the web application. When users access the web page of the 
infected web site, the injected scripts execute, typically redirecting the unsuspecting user 
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to another website. Cross-site scripting is also used by hackers to bypass security access 
controls [29]. 
Even though most web-based applications allow access to personal data, and are 
therefore security critical, proper security testing is very rarely performed [29]. This 
practice adds significant risk to both the customer and the vendor. Proper security testing 
and validation of all input fields should be a priority when designing and coding these 
applications. This can minimize or eliminate these threats, and in the case of delivery 
companies utilizing UAVs, can prevent hackers from gaining access to the route and 
destination delivery data and using it to overwhelm delivery UAVs’ SAA systems. 
5.2 Use of A.I. 
The incorporation of A.I. in UAVs is already occurring. Avitas Systems, a 
subsidiary of General Electric, has been using UAVs with A.I. to inspect power lines, 
pipelines and transportation systems [30]. Using machine learning, a branch of A.I. based 
on the idea that systems can learn from data, identify patterns and make decisions with 
minimal human intervention [31], the UAVs are able to analyze data and detect 
anomalies. 
By incorporating machine learning, delivery UAVs can analyze the number of 
objects that are being detected by SAA systems and, utilizing a decision tree, determine 
whether the UAV is being targeted for a swarm attack, and take appropriate action, such 
as alerting the authority or returning to the initial departure location. 
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UAVs are being incorporated into smart city planning. Geospatial surveying, 
public safety, traffic and crowd management, natural disaster control and monitoring, 
agriculture and environmental management, urban security, big data processing and 
coordinating information from various systems are some of the ways that UAVs are 
being utilized in smart city planning [32]. The ability of a UAV to operate autonomously 
within a smart city environment, and not only be able to sense and avoid objects within 




Chapter 6. Conclusion 
6.1 Conclusion 
The use of UAVs is growing at an exponential rate. Their use has grown from the 
realm of novelty to a multi-billion-dollar business. The growth of UAV use has also 
resulted in the hardening of the command and control system, making it resistant to 
hackers taking direct control of a UAV via the Wi-Fi signal. The incorporation of SAA 
systems into high-end UAVs has also given UAV operators the ability to program UAVs 
to fly to destinations without operator intervention. 
The combination of SAAs and the decrease of operator intervention has also 
created another attack surface for hackers to exploit, namely the overwhelming of a 
UAVs SAA system. The exploitation has the potential to disrupt the package delivery 
business. The use of swarms of small, inexpensive drones by hackers can be used to 
disrupt the flight path of UAVs and cause a target UAV to be forced to fly to another 
destination. A.I. incorporated into SAA systems could be used to deter hackers from this 
exploitation. 
Hardening the web-based systems that are used to program the delivery routes of 
these UAVs must also be a top priority for companies using UAVs for delivery so that 
hackers cannot access the route information.  
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6.2 Future Work 
There are several possibilities for future work based from the preliminary research 
performed in this thesis. These topics include:  
1. Use of route planning by delivery companies when developing a 
delivery plan in urban and suburban areas. 
2. Increased use of A.I. in SAA systems. 






1. Volpe.dot.gov. (2018). [Online] Available: 
https://www.volpe.dot.gov/sites/volpe.dot.gov/files/docs/Challenges%20an%20Pa
yoffs%20Spring%20Q1%202014%20Journal%20of%20ATC.pdf. [Accessed 20 
Apr. 2018].  
2. Hughes, Jeff; Cybenko, George. “Quantitative Metrics and Risk Assessment: The 
Three Tenets Model of Cybersecurity”. timreview. Aug-2013. [Online] Available: 
https://timreview.ca/sites/default/files/article_PDF/HughesCybenko_TIMReview
_August2013.pdf. [Accessed: 08-Aug-2018]. 
3. “What is Security Analysis?”. [Online] Available: 
https://www.doc.ic.ac.uk/~ajs300/security/CIA.htm. [Accessed: 08-Aug-2018]. 
4. “Web-Based Application”. [Online] Available: 
https://www.techopedia.com/definition/26002/web-based-application. [Accessed: 
12-Aug-2018]. 
5. theuav.com. [Online] Available: https://www.theuav.com. [Accessed: 01-Nov-
2018]. 
6. Joshi, Divya. “Exploring the Latest Drone Technology for Commercial, Industrial 
and Military Drone Uses.” Business Insider, Business Insider. July-2017. [Online] 
Available: https://www.businessinsider.com/drone-technology-uses-2017-7. 
[Accessed: 08-Sep-2018]. 
7. Zahir, A., Razali, A. and Ajir, M. (2018). “Current development of UAV sense 
and avoid system.” [Online] Iopscience.iop.org. Available: 
http://iopscience.iop.org/article/10.1088/1757-899X/152/1/012035/pdf. [Accessed 
20-May-2018]. 
8. Leddartech.com. (2018). [Online] Available: 
https://leddartech.com/app/uploads/dlm_uploads/2017/12/Spec-Sheets-LeddarVu-
12avril2018-ENG-web.pdf. [Accessed 25-Jun-2018]. 
9. Wikle, J. and McLain, T. (2017). “Minimum Required Detection Range for 
Detect and Avoid of Unmanned Aircraft Systems.” [Online] 
Scholarsarchive.byu.edu. Available: 
https://scholarsarchive.byu.edu/cgi/viewcontent.cgi?article=3001&context=facpu
b. [Accessed 25-Jun-2018]. 
10. “Leddar Library for Arduino.” Arduino Playground – WhatAdapter. [Online] 
Available: https://playground.arduino.cc/Code/Leddar. [Accessed 22-Jun-2018]. 
11. “LeddarVu - The New Generation of Leddar Modules.” LeddarVu - The New 




h_Sensorstecnics.pdf. [Accessed 22-Jun-2018]. 
12. “SQL Injection.” Guide to Cryptography – OWASP. The Open Web Application 
Security Project. Apr-2016. www.owasp.org/index.php/SQL_Injection. [Accessed 
09-Oct-2018].  
13. Cox, J. (2018). “The History of SQL Injection, the Hack That Will Never Go 
Away.” Motherboard. [Online] Available: 
https://motherboard.vice.com/en_us/article/aekzez/the-history-of-sql-injection-
the-hack-that-will-never-go-away. [Accessed 9-Oct-2018]. 
14. asd 
15. Us.norton.com. (2018). “What is a man-in-the-middle attack?.” [Online] 
Available: https://us.norton.com/internetsecurity-wifi-what-is-a-man-in-the-
middle-attack.html. [Accessed 9-Oct-2018]. 
16. asd 




18. Pfaff, Barry; Sebald A.I.A., Lora. (2018). “Interview Regarding Average Distance 
Between Structures in an Urban Area.” 11-Oct-2018. 
19. Carlson, N., Reiman, A., Overstreet, R. and Douglas, M. (2017). “Load planning 




20. Valinsky, J. (2018). “5 ways Amazon has already changed Whole Foods.” 
[Online] CNNMoney. Available: 
https://money.cnn.com/2018/02/09/news/companies/amazon-whole-foods-
changes/index.html.  [Accessed 28 Oct. 2018]. 
21. Thomas, Z. (2016). “The rising popularity of meal kits.” [Online] BBC News. 
Available: https://www.bbc.com/news/business-36057783. [Accessed 30-Oct-
2018]. 
22. FreshDirect. (2018). “FreshDirect - About Us.” [Online] Available: 
https://www.freshdirect.com/browse.jsp?id=about_overview. [Accessed 30-Oct-
2018]. 
23. Epstein, J. and Hagan, S. (2018). “The Cost of Cyber Attacks to U.S. Economy.” 





24. Misra, R. (2011). “How are flight paths determined?.” [Online] Quora. Available: 
https://www.quora.com/How-are-flight-paths-determined. [Accessed 2-Nov-
2018]. 
25. F., S. “Re: Message from www.faa.gov: UAShelp@faa.gov.” Message to Barry 
Pfaff. 7-Dec-2018. E-mail. 
26. Duncan, John S. (2016). Advisory Circular 108-2. [Online] FAA. Available: 
https://www.faa.gov/documentLibrary/media/Advisory_Circular/AC_107-2.pdf. 
[Accessed 3-Dec-2018]. 
27. Pfaff, Barry; Haley, David. (2018). “Interview Regarding UAV Command and 
Control (C2) Systems and SAA Systems.” 4-Jul-2018 
28. Campo, C. (2018). “Watch out, shoppers: 'Porch pirates' are stealing holiday 
packages”. [Online] CNBC. Available: https://www.cnbc.com/2017/12/06/porch-
pirates-are-stealing-shoppers-online-purchases.html. [Accessed 4-Nov-2018]. 
29. Nguyen-Tuong, A., Guarnieri, S., Greene, D. and Shirley, J. 
(2004). “Automatically Hardening Web Applications Using Precise Tainting.” 
[Online] Link.springer.com. Available: 
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.135.1565&rep=rep1&t
ype=pdf. [Accessed 14-Nov-2018]. 
30. Rajit, K. (2018). “The Future of Drones in Artificial Intelligence - DZone AI.” 
[Online] dzone.com. Available: https://dzone.com/articles/the-future-of-drones-
in-artificial-intelligence. [Accessed 15-Nov-2018]. 
31. Sas.com. (2018). “Machine Learning: What it is and why it matters.” [Online] 
Available: https://www.sas.com/en_us/insights/analytics/machine-learning.html. 
[Accessed 15-Nov-2018]. 
32. Mohammed, F., Idries, A., Mohamed, N., Al-Jaroodi, J. and Jawhar, I. 
(2014). “UAVs for smart cities: Opportunities and challenges - IEEE Conference 
Publication.” [Online] Ieeexplore.ieee.org. Available: 
https://ieeexplore.ieee.org/document/6842265. [Accessed 17-Nov-2018]. 
